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G-O vulnerability forecasting model and its
improvement based on loss
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Abstract: Each index to measure the vulnerability was analyzed. A mathematical definition of strong security was
proposed, and the loss measurement and forecasting of vulnerability were used to solve the problem of software
dependability uniform dimension. At the same time, loss occurrence law and the number of vulnerabilities found
similarities between the law were discussed, to determine whether the use of software defect prediction model to
predict the amount of loss. By referring to the classical G-O model, the predictive model of software loss was
established, namely model was developed to predict the loss of G-O based vulnerabilities, and the accuracy of the
model and the practicability of the test by using the actual data in the vulnerability database.

Key words: security vulnerability, loss measurement, G-O model, prediction model

HENE, W22 ERATEEN TR R, E
FARifE GBIT 11457 Hxf k2 &M SO . 38 2 X 4k
Bk 2 sk b — R, HOE ARG & . IR RGE AT B AR SRR R Tl
Schultz & SRR« —Fh b ERARETDSS RERTZIEEMRLEMAFENERL,

Ell

i}

AL, Plleeger ™ i i 1€ S % 4 A ¢ v il R BRI R GAE B RINGSE, Fl4n,2011 4F
51k K 5 A 1955 507, Shin YA Ay “ 50 I 1 2 R0
MR T sURE B P BB B — AN SE ) B s T R e K (CSDN) I R L B B % it , 23K 600 77 TP 1) %
BPE GBI R R — A RA T IR R B R L Rt (R B K

Y fs B #9:2015-10-05 ;& | H #5 . 2015-12-10

12 7, HE &K IE R #E SRS X ——rd BT %

2015393-1



m MaSEERe

-100-

P A6 R R 8 1L B A A LA 268 A 56 4 4UR i
R BRI R A, DOR BRI A9 fg
EAN P T Prr sy WNIESTNUUEE 21 k1 E o8
B T ], e B A AR A A9 A7 B3l R % R A 68
FRUOT YR AU g AR B A X SE A6 Y DL IR 8] Oy
S, o B T R R R CR B TR
W A0 O A Y R R, AT T 0 £ i
A B TR AV 20 BT 3L R A T 4
P fEERE— P EAMBE, BF 7RI E
W T 10K 2 Jo 2 ] 40 08 — o A S i A 4 ] £ e — A
KIS, DA ) A B Ay 1, i A7 DL 3 2B LA R
Y, T B A P R e — — X LY A A g
AR o BEAh B AT 6 o o] S A AR A R
EMREEERAEA—F FE-IHE-HEEEY,

2 MEEBEEEMHINIRER

BUA S B T 1 P2 2t ) 25 2 A A A8 4 2 e 3L T
(9 DR P R SO M K e B A
(EROR SN T E R P

B/ IR B T 1 26 7 3 LAV e
MEEVER B, Gt P I RAT B AT e A —
AR GRS B R, (R b — A B SR AT
AR P PR E AR, RS P b & K
PR, RATAE B vh R SOR— & I A T ST i
T3 — AN ZR G I RS o ) B DO B B AT AT A
i BT P DA Tl BB OAE A B T A ]
26 B0 EE R B A S WO R B T ELAE A 203 200 i
o o T AR Al 3ok 7R A e T RE A R — 2

AN U N TR AN R RO B A A
Gi— B A A BT 0T AR B X
— wd, B AR AT DURCR) | E A ST 3 B A T A
JE e o T R B R EUL A O S M A B T A
JE Pk A B R A

M4 A A —A T, BERE R WL S ki ]
PO B R GG AR, SRR — A5 — [ 3 40k
BT R AFYEE? Tl P O 2 F R B AT A
RANESR BT, R R R AR R P R A —H T
SR DE s o FEU, B A2 (VB0 A& S st 2 — A R AL L, T
HRG M, flm, PIASA R 8 i 4 5 T 10 000 60y
i %, U X PN IR AT R AR OR DX fEE 10 000 6T

2015393-2

1110 000 6T B2 MFE I, 5 = 6 Bk 1 2 B A %
e i L ECIECE iR RD 1w DAk Pi R MR T PUR (X (IEIW
75 T, TR 0 ] £ T ) RN R S — A S v

TECHEE R A, R FEA Gl b B A 5 5 i
SR EE L e, WL, Oy 7RG AR Y A
e 2 B A0, A B L — T BRI L, DA
fE 4 TR AL

EEH G R R ORYE, — A RS
RAIEBAMAE TN T R3E K, b T B A
(G, AT RE A AN [ I 309 A Tl ) 38 4 B2 s B 2 % LT TR
BB A, B TR T A B B 2 2 T W s o U R AR L
TR T S B e P R T I Bk B LR
AR AR K BB REA 22wk 3,
LB e 2 RO SO R B, B LAAE — A IR LR
Tl Bl F— A WE(E . RIS 1R,

iD) |‘a]=
PR T T 2 I T I 6 2 A

T ] 5 B — 1 P RCAR ot R T8 2 e — A i S 1Y
B, R TR A (S R RE A B A Y i
R T ELAb A R AR A A ARRE A A5 0R H RO E
FABREGBATULT By LLAT U Bk R s Al e
1 J7 0 10 J5 o0 8, AR B 3 1 A s 1T
B 27 TR G i A e e RS AL T v T B
MERLITE 1w W2 s,

E3EiES

LB

Fef g

Vel 2 R A 58 K e 1) 7 e 94

DAL, 4 % ko T L PR 8 ] 9500 2 0 5k s 9
RURHATHUM T X SERER AR 2 2 2 T R A 2L
e LA 38 0 O D 4 5 B AN AR I A

AREAR W IR B 0 BE 10 %, T T 1Y MR A T
T B S A T A SR R R A
WO U £ — /A 8 PR, 7 B0 T T A i T AT B
BB A R R, =7 B B PRI LA R AT A K




-101-

BERE 2016 £F Z1 #

G, 5 =7 B R D LA 3 ST O A O T B
P Rt AN i 2 AR G A Al e TR R . R B =
TR A S SRR R AR A S
TAREAE T — 280 WO AT B A 1 2 R RE 742
Wi, 565 = VB =7 o B R AL MR 1R £ B A
AEAG B ) o RIORICRE 0 A I ) KRR A RS iy — 4t
I S {EL 2 5 ) 90000 A B do R T RE AR AR HORS A, —
FRL A B 5% 22 2 /S TS S B, B AR T A R 5
B R SRS A M LUK S B L BEROR

NS =05 T I HLA 9 £ R e £ 11t B
A REHLYE 0 H L — A BU7 R R n X B R HLAE A K
A DRt Y 88 T DA A R R

E AN TR SRR LR R A )
JI(AT)RERS XA PA R —RBERD S5 BB 8 A
B ORMERR 2 RIS Tk SRR R MUSAMPIZE
A AR I8 T R AR el e B R A
R, WA+ EEE S E I A SOk K I ]
R 2Rt A S 1 B AR AL, I AR S B ) R AT e

3 MmiRikERE

31 EAENRER
B (M(r),r =0y — AT Eo B2 &R B[] 7 o b
EREREHAE ST E O
M(0)=0 (1)
F m(r) s BN E] 7 1k oy U T 2 B A 082K 22 7
I BF R RE, m(r)=E[M(r)] W R LT KR,
0,7=0
) o, T @
Jor o 2 S 2 T BT A TR B A
BB AE B ] (r,m+Ar) P9 T 3 A58 2K 7 390 B O LG T
A R K B R AR 2 0 G S

m\T

m(T+A7)-m(1)=Bla—m(7)|AT+0(AT) (3)

Hop g w8, B4 Ar—0 B, o(A7)/AT—0.,
X)) A Ar—0, I,

m' (7)=0-Bm(r) (4)
SR TR AT

m(t)=a(1-e*) (5)
m(r) B M(r) 4 8 bR 5, 2% B R 0N

A(r)=m'(r)=0fBe™ (6)

(M(r),7 =0} 2 ¥ R BN m(7) % R BN A(r) B9 I

Pty & A RS IFE R
PriM(r)=y)= [my(r)]y e (7)
KT FAEG %2, LT ENE 2
oA B B SO b — AR i) — i 1 5
T, — B i) R A T 5 0 0 2 B A R
T/(i=1,2, ) FmeE i-1 MK me, B ABUE m
{K) i5F [0 61 B 1 B AL B Toi=1,2, ) R B0 56 0 MK my
F) B 1 ) B L2 i, )

—
oo
~

T= D T'=T 4T
j=1

E[P aTO:OO
B8 TE N T 7 9 7y, 7, WU T Ty T, OB 6
PR -

Fre T T)=e Haﬁe*’" (9)
X EUIR B R - _

L(aBi7)=nlna+nlnB-a(1-e#)+B ;n (10)
TN a B3R I R S AR O,ﬁ.jﬁ_ﬁéﬁ:

o _ebn
a

n

n

,Bf:oésneﬁ“’+ hI
k=1

F L AR kTR i R o B
32 ELRHERR

M R B % 4 T PE A BT Windows XP 4
fE A 4: , Adobe Flash Player il Mozilla Firefox M\ % fi 2 , 2
1200 AU A B0 L e U I e 7 SRR Y N 4 2%
HP g 4 miar, fE™EFRsEs R, —4%
GOX R — AR G FEAS SO i AR 1
T B 1 TR R 2 A T R 2 7T
R DL K R % & B H WIHESY  E L B E
BRARE R A H AR 22 10 R A, [ i — R R R —
K R A TR — K Bk A RO fE

i T 50 /™ HCH Al ST F 1 B8 O 5 5 R 4 L
B TREAE 0.5 Z I 45 5 c ol B s 1 R4 R 1
(@=257.0,8=0.003 6, MM R LK 20%) . # 2(a=288.0,8=
0.002 1, #E8H 2% 25K 35%) % 3(a=211.0,8=0.006 1,
BNN 30%).,

2015393-3



m M&5EERS

-102-
%1 Windows XP il & R
=2 L VP KEUH LS RN IPW Al vHE/ T o6 A UER
1 3 1327 128 127.441 6 7
2 3 1328 131 128.451 5 7
3 2 1363 133 133.100 7 &
4 3 1371 136 134.141 5 %
5 1 1385 137 138.696 4 7w
6 1 1 407 138 139.270 1 7
7 2 1442 140 141.359 8 7
8 2 1 448 142 141.674 0 &
9 2 1 449 144 142.881 9 H
10 4 1 457 148 143.903 8 7w
% 2 Flash Player #iill & &
¥ W/TT T KA/ H L SR EN i 38/ 77 78 ST M
1 3 2 347 143 142.061 4 %
2 4 2372 147 146.123 5 &
3 3 2382 150 148.652 6 5
4 3 2 448 153 154.285 6 H
5 4 2 454 157 156.803 4 &
6 2 2 467 159 159.331 1 P
7 3 2488 162 161.869 1 e
8 4 2505 166 164.399 7 Ei
% 3 Firefox il & R
75 Wkt PN e E SR EN i 8/ 7 o8 SR
1 3 728 103 103.760 9 7
2 2 729 105 104.297 7 %
3 2 745 107 106.927 7 P
4 2 766 109 109.059 0 P
5 2 770 111 111.600 9 7
6 2 820 113 113.367 6 =
7 2 826 115 114.381 6 7
8 3 828 118 115.816 1 7
9 2 832 120 118.633 1 7
10 2 835 122 119.640 7 %
. KT ORIER UK AR BB AL AR N, BLE < N()=
4 TR

UL L5 T DL B B 45 R F AN AR R T
TUINEE Rk A7 7, SO SO A | DAAR B B AR

Bor BRI W) 7 R S
YA R 22 [0 B B TR 1R B, B 7 =7y, WU I JR] (7]
PERE S 7K 0 WA REL

" t=fin)=r+or’ , N T RRFE WA S o0 Mo T
b, 18 SE B AR th e T2 —— XA

2015393-4

NUfir)|=M(7), PriN(@t)=m}=Pr{M(r)=m} ,
B N EBE AR wt), % R ECH A(), )0

)= | Mo

=E[N@)|=E{N[fi7)])
=E[M(7)|=u(r) (12)
K24 T A B 2R (r, gu(r)) B AR R (1, o)),
TR T AR AR T (e =pe(0), TP A K 008



-103-

BERE 2016 £F Z1 #

I 2 107 2% L Jit ot 4 - 2% iR 3 BT
wu@) u(n)

kR

B3 AR AR YR

A LA
m(t)=a(1-e®) (13)
5K L PR RO
A(t)=m'(t)=aBe™ (14)

8, T 755 )44 6 B

Lair)=nlna+nlnB-a(1-e™48 X1, (15)
A o Bw KT I EOR 0 g r R4 .

ﬁ=l_efﬂ(‘rn+mr,;)
[24
n _ ' -B(z, +o1,) < '
—=a(r,+or1,)s,e +> (1, +01;) (16)
B pas)
0= —a,BXne_ﬁ(T”m';) + ,BZ 7,
k=1
FVBUE 7 TR« Bw.

5 SLERHIEWE

1 FH 55 SO [R5 04 0 0057 9000 2 5 B 0 s o
@ R A R A R LK 4(a=190,8=0.003 4,
w=76.677 8, HEHIF LN 50%) . % 5(a=181,8=0.003 1,w=
49.950 1, #3248 62% ), % 6 (a=155,8=0.003 8,w=
51.475 6, B R 2410 50%)

6 HWRIE

DAL 0 8 e 2 4 s 2 T LR Bl 6 5 B O R R
WL P05 fE A bRifE . T ASCEB R 000 4 4555,

& 4 Windows XP i 4% 2 751 ) 5 B

s NPT KEU A E N RN (ERAR VP SR HE
1 3 1327 128 128344 0 pa
2 3 1328 131 131.702 1 2
3 2 1363 133 134.526 5 &
4 3 1371 136 135.497 6 P
5 1 1385 137 137.919 2 %
6 1 1 407 138 138.091 6 P
7 2 1 442 140 140522 7 P
8 2 1 448 142 141.280 2 &
9 2 1 449 144 141.881 9 7
10 4 1457 148 142.943 3 &

%* 5 Flash Player 2 i # 20 7 ] 45

¥ UV KEU/A Fiti kot i vHE/ 5 7T SRR
1 3 1327 128 128344 0 £
2 3 1328 131 131.702 1 s
3 2 1363 133 134.526 5 %
4 3 1371 136 135.497 6 P
5 1 1385 137 137.919 2 wH
6 1 1 407 138 138.091 6 I
7 2 1 442 140 140522 7 £
8 2 1 448 142 141.280 2 %
9 2 1 449 144 141.881 9 o
10 4 1457 148 142.943 3 7w

2015393-5



m MES5EERE

-104-

% 6 Firefox Bt i B 7 45 R

Fe s PN DI KEH LS KNP vt fe/ s oo I HER
1 3 728 103 103.162 8 P
2 2 729 105 105.886 4 i
3 2 745 107 106.368 8 e
4 2 766 109 108.505 8 e
5 2 770 111 110.974 8 =
6 2 820 113 111.754 9 b
7 2 826 115 114.346 3 =
8 3 828 118 115.107 2 i
9 2 832 120 116.037 0 i
10 2 835 122 118.885 8 i

HE R BRI Ay 259 9 VB R B AR SCER Y
FEA BT YIR LRI AT 5

T3 —T5 TR, A% SCHR Hh e A5 A I ] i AT —
AN, R o ] AR D8 1 00 45 R 4 ok S
B, o 60 8 PO 7 T 9 5 SC SR — BB B R
125 SE R R AR ] 5 58 = SOOI 2K B A o 2 R 3% 5 5K B

R A 1 R T8 2, H A 25 SR 0 S B

AR, A 4 frs
147

IS

=142

K

= 137

=

B% 132
127

75
(a)Windows XP Fiiiill 25 5 x5 b
167F

2162t

R 157}

Y

+£152]

Bk —o0— T BRdi oL
147} —&— R AR
- —— YR

1 2 3 45%5 6 7 3
(b)Flash Player Fijifl] 5 543 o
122 2

Em

K

;ﬁ: 112}

| —o— SR 2%
107, —E— JR AR

—A— YGRS
102—/7—>% 35 4 5._.6 7 8 9 10
55z

(c)Firefox Fiiiil] 45 S X7 b
Pl 4 i df A5 TR0 R g 0 ASE Y gl 2k b A

2015393-6

AL S 2 B A S PR — B, 3 AL A
SR AR 1 ) T . L D A58 R A o RO O 5 B £
QNP R € /RS T PUR AT TR I R 2
B EER

SR

[1] SCHULTZ J E, BROWN D S, LONGSTAFF T A. Responding to
computer security incidents| EB/OL]. (1990-07-23)[2015-09-20].
ftp://ftp.cert.dfn.de/pub/docs/csir/ihg.ps.gz.

[2] PFLEEGER C P. Security in computing [M]. Upper Saddle
River: Prentice-Hall, 1997: 46-48.

[3] SHIN Y, WILLIAMS L. Is complexity really the enemy of
software security [C]//The 4th ACM Workshop on Quality of
Protection, October 27-31, Alexandria, VA, USA. New York:
ACM Press, 2008: 47-50.

[4] ANDERSON R. Security in open VeTSUS closed systems-the
dance of boltzmann, coase and moore [C]//The Conference on
Open Source Software Economics, Jul 9, 2002, London, UK.
Cambridge: MIT Press, 2002: 1-15.

[S] MUSA J D, IANNINO A, OKUMOTO K. Software reliability
engineering[M]. New York: McGraw-Hill, 1999: 193-223.

[6] MUSA J D, OKUMOTO K. A logarithmic Poisson execution
time model for software reliability measurement [C]// The 7th
Int’] Conference on Software Engineering. Orlando: IEEE Press,
1984: 230-238.

[7] RESCORLA E. Is fining security holes a good idea [J]. IEEE
Security&Privacy, 2005, 3(1): 14-19.

[8] BECKER S, HASSELBRING W, PAUL A, et al. Trustworthy
software systems: a discussion of basic concept and terminology[J].
ACM Sigsoft Software Engineering Notes, 2006, 31(6): 1-18.

[91 #BotT, W R Jr, WV, % IR RN Y — i AR S
TE B AT A5 VR R R (0], TE S BL S BF 52, 2012(1):
165-167.



-105-

BIERY 201588218

YANG G Y, ZENG D F, LUO P. Metric model considering
effect of short board and its application in software
trustworthiness[J]. Application Research of Computers, 2012(1):
165-167.

[10] £FR, XIB A&, BB, 4. BP0 {5 20 S v2.0[R/OL).
[2009-05-30]. http://www.doc88.com/p-3008711993507.html.
WANG H M, LIU X D, LANG B, et al. Software trustworthiness
classification specification v2.0 [R/OL]. [2009-05-30]. http://
www.doc88.com/p-3008711993507.html.

[11] EWER, FEat, FHRI, 45 B0 i ] 5 AL ] R
2% E 1, 2006, 36(10): 1156-1169.

WANG H M, TANG Y B, YIN G, et al. The trusted mechanism
of Internet software [J]. Science in China (E), 2006, 36(10):
1156-1169.

[12] LIU Y Z, ZHANG L, LUO P, et al. Research of trustworthy
software system in the network [C]// The 5th International
Symposium  on  Parallel  Architectures,  Algorithms  and
Programming, Dec 17-20, 2012, Taipei, China. New Jersey:
IEEE Press, 2012: 287-294.

[13] VOAS J. Why is it so hard to predict software system
trustworthiness from software component trustworthiness[C]// The
20th IEEE Symposium on Reliable Distributed Systems, October
28-31, 2001, New Orleans, Louisiana, USA. New Jersey: IEEE
Press, 2001:179.

[14] MUSA J D. A theory of software reliability and its application[J].
IEEE Transactions on Software Engineering, Los Alamitos,
1975, 1(3): 312-372.

[15] MUSA J D, OKUMOTO K. A logarithmic Possion excution time

model for software reliability measurement [C]// The 7th

International

Conference on  Software Engineering. [S.1.]:

Whippany Bell Laboratories, 1984: 230-238.

[fE&EEIIT]

TR (1984-), B, 4Bk AE IR L1 9 0F 5% Bi
R R L TR, AR I m MK
TR B Bl 2 4

R (1981-), 5 , 4 £k 6e U5 b1 X BT 52 B¢
R AT RN, FESET M MY
R BRI A,

EiE(1977-), B, 4 Bk A8 IE 11 W B 5% B
{58 24 T RN, FEAF5E 7 )k R 4% 5
15 B2 4 R B Tk S B N

2015393-7



